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Self-Assessment Checklist: Internal Controls

	Internal Controls
	Automation
	Current Practice?

	Purchasing

	Purchases are properly authorized prior to purchase
	
	

	Competitive Bids are obtained for large purchases
	
	

	All goods and services paid for have been received prior to payment
	
	

	Disallowable expenses considered when purchasing for contracts
	
	

	“Encumbrances” monitored against approved budgets
	
	

	Efficiency Goal: Consider implementing a paperless document routing and approval process
	

	Cash Disbursements/Banking

	Cash Disbursements

	Expenditures are properly approved prior to disbursement
	
	

	All unused checks, signature stamps or electronic security/authentication tokens are stored securely
	
	

	Checks are never pre-signed
	
	

	Efficiency Goal: Consider using “Positive Pay” services and ACH blocking filters to prevent unauthorized cash disbursements
	

	Banking Safeguards

	Monthly reconciliations are performed for all accounts and reviewed by someone outside the receipts/disbursement process
	
	

	Unopened bank statements are routed to someone not involved in processing of transactions (i.e. ED or board member)
	
	

	Authorized signature levels are established for checks including 2 signatures over certain $ amounts    
	
	

	Efficiency Goal: Perform bank reconciliations using functionality provided by the accounting software or consider automated reconciliation services provided by bank
	




	Internal Controls
	Automation
	Current Practice?

	
Credit Cards

	Employees submit all receipts for credit card purchases in a timely manner
	
	

	Expenditure levels monitored by employee
	
	

	Purchase cards issued when possible 
	
	

	Petty Cash

	Disbursed only with properly approved documentation (i.e. receipts, petty cash vouchers)
	
	

	Maintained in a locked location by the designated custodian
	
	

	Established at a reasonable level
	
	

	Audited periodically by an individual other than the custodian
	
	

	Travel & Employee Reimbursements

	Reimbursements are based on: 
· Actual expenses as allowed by agency policy, or
· Federal, IRS or agency per diem and reimbursement rates
	
	

	Expenses are documented on a reimbursement form accompanied by receipts and a purpose description
	
	

	Efficiency Goal: Consider implementation of an electronic expense reimbursement system
	

	Payroll
	

	All additions to and deletions from payroll are properly authorized to avoid payments to fictitious employees
	
	

	Timesheets are approved prior to payment
	
	

	All payroll transactions are properly coded in the accounting system
	
	

	Payroll tax liabilities are reported and paid on time
	
	

	Efficiency Goal: Implement payroll cards for employees without direct deposit and maximize connectivity between the time & attendance, HRIS, and payroll systems
	





	Internal Controls
	Automation
	Current Practice?

	

Cash Receipts

	Cash & Check Receipts

	All cash intended for use by the organization is received and safeguarded
	
	

	Cash received is deposited in the organization’s bank accounts immediately upon receipt
	
	

	Efficiency Goal: Consider implementing remote deposit (i.e. check scanning) if available from bank
	

	Credit Card Receipts

	Credit card numbers are destroyed
	
	

	Credit card machines are kept securely and all transactions are reviewed to ensure appropriateness
	
	

	Efficiency Goal: Ensure data on credit card transactions can be accessed electronically and uploaded to the fundraising and accounting databases
	

	
Other Control Measures to Consider

	Conduct background checks on new employees and volunteers
	
	

	Establish tone at the top by implementing clear policies such as:

· Whistleblower Protection
· Conflict of Interest
· Executive Compensation
· Record retention
	
	





	Conduct periodic fixed asset inventories
	
	

	Educate employees on fraud risk and Internal controls
	
	

	Engage Information Technology team to ensure proper controls over access to accounting and banking systems.
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